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Supplementary addendum to Data Protection policy 

 

Biometric data 

Where we use pupils’ biometric data as part of an automated biometric recognition system (for example, 

pupils use finger prints to receive school dinners instead of paying with cash), we will comply with the 

requirements of the Protection of Freedoms Act 2012. 

 

Parents/carers will be notified before any biometric recognition system is put in place or before their child 

first takes part in it. The school will get written consent from at least one parent or carer before we take 

any biometric data from their child and first process it. 

 

Parents/carers and pupils have the right to choose not to use the school’s biometric system(s). We will 

provide alternative means of accessing the relevant services for those pupils. For example, pupils can 

request a swipe card as an alternative to using biometric data. 

 

Parents/carers and pupils can withdraw consent, at any time, and we will make sure that any relevant 

data already captured is deleted. 

 

As required by law, if a pupil refuses to participate in, or continue to participate in, the processing of their 

biometric data, we will not process that data irrespective of any consent given by the pupil’s 

parent(s)/carer(s). 

 

Where staff members or other adults use the school’s biometric system(s), we will also obtain their 

consent before they first take part in it, and provide alternative means of accessing the relevant service 

if they object. Staff and other adults can also withdraw consent at any time, and the school will delete 

any relevant data already captured. 

 

APPENDIX- COPY OF LETTER PROVIDED TO PARENTS PRIOR TO USING BIOMETRIC SYSTEMS 

 

Dear Parent/Guardian 

 

Access to cashless catering system – parental consent required 

 

Here at Airedale Academy we have a cashless catering system whereby your child uses a biometric 

fingerprint reader to identify themselves and pay for items from their lunch account at the tills. 

 

If your child wishes to use the biometric cashless catering system we will need written consent from at 

least one parent on our records.   

 

Biometric information and how it will be used 

Biometric information is information about a person’s physical or behavioural characteristics that can be 

used to identify them, for example, information from their fingerprint.  The Academy would like to take 

and use information from your child’s fingerprint to give them secure access to their lunch account to pay 

for food in the dining hall. 
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The system does not store your child’s actual fingerprint and there is no way that anyone could recreate 

it from the information being stored.  The reader takes mathematical measurements from the fingerprint 

and stores these as a record on the system.  When your child goes to put money on their cashless catering 

account at the revaluation machines or pays for items at the till, the system checks their fingerprint 

measurements against the information we hold on file to check they match. 

 

The law places specific requirements on schools using personal information about pupils as part of a 

biometric recognition system. 

For example: 

a) The school cannot use the information for any purposes other than those for which it was originally 

obtained (in this case, access to the cashless catering system); 

b) The school must ensure that the information is stored securely (the data is held on our secure 

servers); 

c) The school must tell you what it intends to do with the information (as described above); 

d) Unless the law allows it, the school cannot disclose personal information to another person/body – 

you should note that the only person/body that the Academy may share the information with is the 

provider of our cashless catering system (currently Cunninghams). This is necessary in order to ensure 

that service engineers from the cashless catering provider can service and maintain the system. 

 

Providing your consent/objecting 

We need the written consent of at least one parent to allow your child to use the biometric system.  

However, if the other parent objects in writing to the use of their child’s biometric data we cannot continue 

to use it unless this objection is withdrawn.  Similarly, if your child objects the Academy cannot collect or 

use his/her biometric information for the cashless catering system.  When your child leaves the school, 

or if for some other reason he/she ceases to use the biometric system, his/her biometric data will be 

securely deleted. 

 

If you give consent now but change your mind later, you can withdraw consent by writing to the Academy.  

Even if you have consented, your child can object or refuse at any time to their biometric information 

being taken/used.  His/her objection does not need to be in writing.  The Academy is happy to answer 

any questions you or your child may have. 

 

If you or your child do not want to use the fingerprint reader system, the law says that we must provide 

reasonable alternative arrangements.  In our school the alternative to the biometric system is a swipe 

card.  The school provides the first card free, but it is your child’s responsibility to take care of this card – 

if they lose it not only do they risk someone else being able to access their lunch account, but we will 

charge £2 to provide a replacement (which is what we are charged by the supplier).  It was to avoid these 

issues that we moved to a fingerprint system in the first place. 

 

If you give consent to the processing of your child’s biometric information, at least one parent must sign, 

date and return the biometric consent section included as part of the enrolment form.  If you return this 

form - and provided the other parent does not write to us to object – we will assume that both parents 

are happy for their child to continue to use the fingerprint system. 

 

 


